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1. BACKGROUND

1.1 The Fire Authority is provided with an Internal Audit Service by
Nottinghamshire County Council on a contract basis.

1.2 As part of the internal governance arrangements of the authority the internal
auditors will issue reports on their findings and recommendations relating to
their audit work to management who respond to the recommendations
formally.

1.3 From time to time the auditor’s reports are presented to the Finance and
Resources Committee in order that this committee acting in its capacity as an
Audit Committee can see the results of audit work being carried out and gain
assurances from the Internal Auditors.

2. REPORT

2.1  The reports for consideration at this meeting are:

* FRS 1302 Business Risk Management

* FRS 1303 Transport

* FRS 1305 Agresso

* FRS 1306 Premises

* FRS 1308 Partnerships

* FRS 1309 Fire Pensions

* FRS 1301 relates to the Trading Company and has been reported to the
Directors.

« FRS 1307 was a report on the use of a government grant which was
reported directly to CLG

 FRS1304 is still a draft as it relies for a response on some restructuring in
ICT following a consultants’ report.

2.2 FRS1302 - Business Risk Management
This was a follow up audit to one carried out in 2011 where an unsatisfactory
opinion was given. The report notes than none of the five recommendations
made had been implemented and so they are repeated here.

2.3 Management take Internal Audit recommendations very seriously and
ordinarily these recommendations would have been implemented in
accordance with an agreed timetable. However the internal restructure of the
service interfered with this particularly as the risk management remit was
moved from the Corporate Services department to the Finance and Resources
department.

2.4  Many of the recommendations in this report remain extant although a different

strategy is to be adopted which will satisfy the requirements of the auditors in
the longer term. There is an item on this agenda called ‘Strategic Risk
Register’ which will put in place the foundations for the auditors requirements
to be met and management are confident that before the next audit review all
of the recommendations will have been implemented.



2.5

2.6

2.7

2.8

2.9

2.10

2.11

FRS1303 - Transport

This again was a follow up audit where previously controls had been
considered unsatisfactory. After the implementation of 5 recommendations
arrangements are now considered to be satisfactory. The one extant
recommendation related to the receipt of invoices form Nottingham City
Council which has subsequently been resolved.

FRS1305 - Financial Management: Agresso

This is a report which looks at the financial systems of the authority and
concludes that controls are satisfactory overall. The Agresso financial
accounting system was implemented in February 2011 as a joint project with
Leicestershire and Derbyshire. It has not been without the challenges
associated with a new system implementation and also the blending of the
requirements of three organisations.

There were four recommendations in the report three of which have been
implemented in full with a fourth relating to non-order invoices. The Service
tries to ensure that all goods and services are ordered via official orders
authorised by budget holders. There are still instances however where this is
not done often for things such as training courses etc. that can be applied for
online. Suppliers have been notified that quoting official order numbers will
speed up invoice payment and non-order based invoices and being kept to a
minimum.

FRS1306 - Premises Management

The Auditors conclude that most of the areas that they examined were
satisfactory but nevertheless have made a number of recommendations. With
the exception of one partial completion all the recommendations have now
been implemented. Work is still continuing with East Midlands Ambulance
Service to establish what their intentions are with regard to Eastwood Fire
Station which is currently in joint occupation.

FRS1308 - Partnership Working

The report concludes that the areas examined were unsatisfactory but the
auditors acknowledge that this has been addressed by recent improvements
which, if they continue to be developed will form the basis of a satisfactory
system.

The Auditors correctly identify that partnerships are no longer the preserve of
large strategic arrangements but involve a large number of smaller bodies and
informal arrangements. It is important that the Service understands the
partnerships that it is engaged with and is careful to ensure that these are
effective and contribute to organisational objectives.

FRS1309 - Fire-fighters Pension Scheme

The Auditors conclude that arrangements are sound and no recommendations
have been made.



3. FINANCIAL IMPLICATIONS

There are no financial implications arising from this report.

4. HUMAN RESOURCES AND LEARNING AND DEVELOPMENT
IMPLICATIONS

There are no human resources or learning and development implications arising from
this report.

5. EQUALITIES IMPLICATIONS

An equality impact assessment has not been undertaken because this report does
not relate to a change in policy of any kind.

6. CRIME AND DISORDER IMPLICATIONS

There are no crime and disorder implications arising from this report.

7. LEGAL IMPLICATIONS

There are no legal implications arising from this report beyond cOompliance with the
local government act which requires that the Treasurer shall maintain an adequate
internal audit. .

8. RISK MANAGEMENT IMPLICATIONS

Internal Audit forms a significant part of the internal control environment of the
Authority.

9. RECOMMENDATIONS

That Members note the contents of this report.

10. BACKGROUND PAPERS FOR INSPECTION (OTHER THAN PU BLISHED
DOCUMENTYS)

None.

Frank Swann
CHIEF FIRE OFFICER




I%‘%a Nottinghamshire
=4 1 County Council

Internal Audit Service

Internal Audit Report CONFIDENTIAL

To: The Chief Fire Officer

Subject: Business Risk Management — Follow-up

Report reference: FRS 1302

Date: July 2012

1 Introduction

11 The previous audit report on Business Risk Management reference FRS 1206

3.1

3.2

4.2

issued in November 2011, contained an unsatisfactory audit opinion. In line with our
follow-up procedures, we have undertaken a further review to assess the progress
made with implementing the recommendations agreed.

Objectives and scope of the audit

Objective: To ascertain the extent to which the audit recommendations made in the
previous audit report have been implemented.

Scope: Review of the actions taken since the previous audit.

Audit Findings

The five recommendations agreed in the previous audit report have not yet been
implemented. The delay has been attributed to a restructure of the Fire Authority.

After discussion, now the restructure has been completed, it has been proposed that
the recommendations will be implemented within a six month timescale.

Therefore all of the recommendations made in audit report FRS1206 have been
reinstated in the action plan attached below.

Audit opinion

Our opinion is selected from the following — sound, satisfactory, unsatisfactory or
unsound.

In our opinion, most of the arrangements for Business Risk Management are still
unsatisfactory. We have reinstated all of the recommendations made previously to
bring your controls up to the standards required.

Audit conducted by:
Diane Hyett

Auditor

Audit supervised by:
Richard Bold
Assistant Audit Team Leader

J M Bailey CPFA
Head of Internal Audit
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Internal Audit Service

Internal Audit Report CONFIDENTIAL

To: The Chief Fire Officer

Subject: Transport follow-up

Report reference: FRS 1303

Date: August 2012

1. Introduction

1.1 The previous audit report on Transport, report reference FRS 1204 issued in January

3.2

3.3

3.4

2012, contained an unsatisfactory audit opinion. In line with our follow-up procedures,
we have undertaken a further review to assess the progress made with implementing
the recommendations agreed.

Objectives and scope of the audit

Objective: To ascertain the extent to which the audit recommendations made in the
previous audit report have been implemented.

Scope: Review of the actions taken since the original audit.

Audit Findings

Of seven recommendations agreed in the previous audit report, five have been
implemented, one has been superseded and one is being addressed jointly by NFRS
and Nottingham City Council (NCC) via a contract recovery plan, with action taken to
monitor progress. Alternative maintenance arrangements are also being explored to
ensure business continuity.

The main findings of the follow-up audit are set out below. Where we have concluded
that controls still need to be improved we have reported our detailed current findings
in the attached Action Plan, together with the associated risk and a further
recommendation.

Recommendations successfully implemented include:

» improved accuracy of servicing information of the vehicles;

» confirmation that the vehicle service categories have been reviewed,;

» data held on the Tranman fleet management system is kept up-to-date as
information is received by NFRS from NCC;

« a monthly review is completed by officers in fleet management regarding the
mileage and fuel use of each vehicle;

* maintenance costs are monitored by vehicle, and any issues with invoices are
documented and resolved.

Recommendation still requiring action:

» the promptness of the invoicing received from Nottingham City Council (see
Action Plan para. 1) .



4 Audit opinion

4.1 Our opinion is selected from the following — sound, satisfactory, unsatisfactory or
unsound.

4.2 In our opinion, most of the arrangements for financial management are now
satisfactory. Where we have identified a control weakness, we have made a further
recommendation to bring your financial controls up to the standards required by
Financial Regulations and/or best management practice.

Audit conducted by:
Diane Hyett
Auditor

Audit supervised by:
Richard Bold
Assistant Audit Team Leader

J M Bailey CPFA
Head of Internal Audit

10
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Iﬁ%. Nottinghamshire
=4 1 County Council

Internal Audit Service

Internal Audit Report CONFIDENTIAL

To: The Chief Fire Officer

Subject: Financial Management - Agresso

Report reference: FRS/1305

Date: August 2012

1 Introduction

1.1 This report sets out the findings and recommendations arising from a recent review of
the Agresso finance system which was implemented in February 2011.

1.2 The Agresso system offers independent in-house financial management and
reporting capabilities, except for payroll processing activities which remain with the
County Council.

2 Objectives and scope of the audit

2.1 Audit objectives:

» To evaluate the controls in operation to ascertain their adequacy and
effectiveness in achieving business objectives and their compliance with financial
regulations.

* To test a sample of transactions for compliance with documented procedures and
controls.

2.2 Scope:

The following control objectives were examined. The key risks associated with each
control objective are explained below.

1.

Controls over user access to the system are appropriate for the risks identified.
(Unauthorised access to the system may be possible)

The overall security and integrity of the system is maintained. (Financial data
may be lost or corrupted)

Accounting codes are controlled effectively and are adequate for both financial
and management reporting requirements. (Accounting codes may not be
appropriate for the organisation’s needs)

All input to the financial systems is complete, authorised and accurately
calculated and coded. (Data may be omitted, duplicated or be incorrect)

The system provides complete and accurate data for the production of annual
accounts and financial returns. (Output from the system may be incorrect.)

All purchases are authorised and input to the purchase ledger promptly.
(Expenditure reports and commitments may be understated.)

All sales are input to the sales ledger promptly. (Sales income may be
understated.)

12



3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

4.2

8. Previous audit recommendations have been implemented as agreed
(Risk: known risks are being tolerated)

Audit Findings

The main findings of the audit for each of these control objectives are set out below.
Where we have concluded controls need to be improved we have reported our
detailed findings together with the associated risk and a recommendation for
improvement in the attached Action Plan.

We examined controls over access to the system. We confirmed these are
satisfactory. However, we noted an issue regarding separation of duties. Changes
implemented by the System Administrator are independently authorised in advance
but there is no independent check of actions implemented. (See Action Plan para 1)

We reviewed arrangements for data recovery. Although regular back ups are taken,
backed up records are not subject to regular testing. (See Action Plan para 2)

We examined the procedures for controlling accounting codes and established there
is a single point of input for new codes with a satisfactory process to authorise new
codes and amendments.

We confirmed controls over feeder systems and journal posting are satisfactory. We
were advised work is ongoing to implement system controls to limit possible mis-
postings and to address known problems with reallocating mis-postings from the
suspense account.

We confirmed the system produces accurate data for the financial and management
reports

We examined a sample of purchases and payments and confirmed all were
authorised. However, we noted several purchases were authorised after the goods
were received, inappropriate use of the non-order invoice process and a high
proportion of purchases were allocated to a default product code. (See Action Plan
3 and 4) In addition, we noted the revised purchasing policy, which we were advised
at the last audit would be available in 2010, is still awaiting approval.

We tested a sample of sales invoices and confirmed all had been issued and paid
promptly.

Our follow-up of recommendations made in our previous audit report FRS/1003 dated
March 2010 confirmed that most recommendations had been implemented. Those
remaining outstanding are again included in the Action Plan at 1 and 2.

Audit opinion

Our opinion is selected from the following — sound, satisfactory, unsatisfactory or
unsound.

In our opinion, most of the arrangements for financial management are satisfactory.
Where we have identified control weaknesses, we have made recommendations to
bring your financial controls up to the standards required by Financial Regulations.

Audit conducted by:
Lesley Bulman ACMA, Auditor

Audit supervised by:
J M Bailey CPFA, Head of Internal Audit

13
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I%‘%a Nottinghamshire
=4 1 County Council

Internal Audit Service

Internal Audit Report CONFIDENTIAL

To: Chief Fire Officer
Subject: Fire Premises Management
Report reference: FRS 1306
Date: February 2013
1 Introduction
11 This report sets out the findings and recommendations arising from a review of
Nottinghamshire Fire & Rescue Service systems and procedures for premises
management.
1.2 The premises revenue budget for 2012/13 is approximately £1.9m.
1.3 The net book value of land and buildings was £39.2M, with assets under

2.2

construction valued at £3.4M, as at 31 March 2012 (per the financial accounts).

Objectives and scope of the audit

Audit objectives:

To evaluate the controls in operation to ascertain their adequacy and
effectiveness in achieving business objectives and their compliance with
financial regulations.

To test a sample of transactions for compliance with documented procedures
and controls.

Scope:

The following control objectives were examined. The key risks associated with each
of the control objectives are explained below.

Land and property records are effectively managed. (Risk: Insecure or inefficient
records management could result in additional cost or loss of business
continuity.)

The facilities management and maintenance of premises is efficiently and
effectively organised. (Risk: Essential property services and maintenance may
not be adequately provided for.)

Procedures for contractor selection and appointment are appropriate. (Risk:
Financial regulations and statutory equalities requirements may not be
observed.)

That appropriate performance and management information and reporting
procedures are in place. (Risk: Information requirements and reporting lines
might not reflect the strategic importance of property asset management.)

Audit Findings

The main findings of the audit for each of these control objectives are set out below.
Where we have concluded that controls need to be improved we have reported our
detailed findings together with the associated risk and a recommendation for
improvement in the attached Action Plan.
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3.1

3.2

3.3

3.4

3.5

4.2

A Multi Activity Contract (MAC) is in place to ensure that service requirements and
reported defects are handled in accordance with agreed priorities. Evidence of
testing work is held in the form of certificates, mainly located on the contractor’s web
site. Contracts for services, including cleaning, water, gas, electricity etc are
tendered and/or price checked to obtain competitive rates.

A new asset management system was due to have been installed since the last
audit; however, the supplier of the system has now gone into receivership. The
premises data is currently being managed as a series of spreadsheets on the
premises team directory. Documentation relating to premises should be stored
within these spreadsheets however audit testing identified that the documentation
was not always complete.(see Action Plan parasl-3).

The building works should be managed through the Agresso accounting system,
however the system is not being used efficiently with orders not raised on the
system at the point of commitment and no formal checking that work has been
carried out. There are also issues with the coding of invoices and access to budget
reports.(see Action Plan paras 4-7 & 11).

A formal system has been set up for the reporting of defects with regard to premises
management. The majority of the defects are dealt with through the Multi Activity
Contract (MAC), which was awarded through a formal tendering process. Works not
covered by the MAC contract are grouped together and put out to tender as works
packages. (see Action Plan paras 8-9).

As part of the management of existing properties, refurbishments and new builds
there are a number of guidelines to follow which include health and safety issues
and legislation. (see Action Plan paras10 & 12).

Audit opinion

Our opinion is selected from the following — sound, satisfactory, unsatisfactory or
unsound.

In our opinion, most of the arrangements for financial management are satisfactory.
Where we have identified control weaknesses, we have made recommendations to
bring your financial controls up to the standard required by Financial Regulations.

Audit conducted by:
Helen Lomas MAAT

Audit supervised by:
Richard Bold MBA

J M Bailey CPFA
Head of Internal Audit
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To:

I%‘%a Nottinghamshire
=4 1 County Council

Internal Audit Service

Internal Audit Report CONFIDENTIAL
The Chief Fire Officer

Subject: Partnership Working
Report reference: FRS 1308

Date:

November 2012

1 Introduction

11

1.2
2
2.1

2.2

This report sets out the findings and recommendations arising from a recent review of
the Nottinghamshire Fire & Rescue Service’s partnership working arrangements.

The Service’s 2012/13 budget for contributions to partnership working is £138,076.
Objectives and scope of the audit

Audit objectives:

» To evaluate the controls in operation to ascertain their adequacy and
effectiveness in achieving business objectives and their compliance with financial
regulations.

* To test a sample of transactions for compliance with documented procedures and
controls.

Scope:

The following control objectives were examined. The key risks associated with each
of the control objectives are explained below.

« Governance arrangements for partnership working are in place and are
communicated to those involved in partnership working (Risk: Partnerships may
be entered into without the appropriate approval or the organisation may not be
aware of all partnerships it is currently involved with).

* Adequate arrangements are in place for assessing the benefits, costs and
obligations before joining a partnership (Risk: Partnerships joined may not be
beneficial to the organisation).

e Adequate governance arrangements are in place for working within, and
monitoring the performance of, partnerships (Risk: The partnership may not be well
managed or deliver the expected benefits).

3 Audit Findings

3.1

3.2

The main findings of the audit for each of these control objectives are set out below.
Where we have concluded that controls need to be improved we have reported our
detailed findings together with the associated risk and a recommendation for
improvement in the attached Action Plan.

The types of partnership working are quite varied and include working with other
organisations to achieve shared objectives, paying partners for services such as to
carry out home safety checks and install smoke alarms, and data sharing to identify
types of properties and residents at particular risk of fire.

The current partnership working policy was introduced in 2010. Some aspects of this
policy are not complied with. In particular a checklist for partnership engagement is
not completed, and partnership activity should be monitored by a Service Delivery
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3.3

3.4

3.5

3.6

3.7

3.8

Group but this no longer meets. The Engagement & Partnerships Manager intends to
update the policy to reflect recent changes (see Action Plan para 1).

Partnership working has become more focused over the past two years towards the
delivery of activities in the fire service’s interests. These, and some other changes,
should be reflected on the register of partnerships (see Action Plan para 2). Such
arrangements, where the service makes payments to partners, should be
documented in a service level agreement, and further work is required in this area
(see Action Plan para 3).

As part of the national government's Knowledge Transfer Partnerships (KTP)
programme to encourage collaboration between businesses and universities, a
student from Nottingham Trent University was working temporarily with the service as
an analyst. He had developed some new working methods which have just been
introduced. We consider that these could provide a basis for significantly improving
controls over partnership working including the justification for new initiatives, the
evaluation of initiatives, and reporting to senior management (see Action Plan para
4).

The analyst has also used data obtained in partnership with Nottingham City Homes
to identify properties and occupants at particular risk of accidental dwelling fires, so
that those at higher risk can be addressed. There is an intention to carry out similar
data sharing and analyses with other partners (see Action Plan para 5).

We were informed that the focusing of work mentioned at 3.3 above has led to
attendances at meetings with partners being rationalised, to concentrate on
partnerships that address individuals or locations at the greatest risk of fire. In a
recent restructuring the nine Risk Reduction Officers, who spend most of their time on
partnership work, have been reallocated to the areas of greatest need. The City of
Nottingham’s allocation has been increased from two to five officers, and there has
been a reduction in the other two areas.

The Performance Monitoring Committee receive a quarterly performance report.
Partnerships are mentioned frequently throughout this report. From this, it is clear
that partnerships contribute significantly to the service’s performance, and that this
performance is monitored.

Another recent improvement is that from September 2012 responsibility for the
budgets for partnership expenditure has been transferred from the Head of
Community Safety to the Engagement & Partnerships Manager.

4 Audit opinion

4.1

4.2

Our opinion is selected from the following — sound, satisfactory, unsatisfactory or
unsound.

In our opinion, the arrangements for partnership working have been unsatisfactory.
However this has been addressed by recent improvements which, if they continue to
be developed, will form the foundations of a satisfactory system.

Audit conducted by:
Andrew Howarth CMIIA, Senior Auditor

Audit supervised by:
Richard Bold MBA, Assistant Team Leader (Audit)

J M Bailey CPFA
Head of Internal Audit
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To:

I%‘%a Nottinghamshire
=4 1 County Council

Internal Audit Service

Internal Audit Report CONFIDENTIAL
Chief Fire Officer

Subject: Fire-fighters’ Pension Fund
Report reference: FRS 1309

Date:

January 2013

1 Introduction

11

1.2

13

2.2

This report sets out the findings and recommendations arising from a recent review of
the management of the pension fund for both whole time and retained fire-fighters.
This is an unfunded scheme with any deficits met by central government. The fund
does not own assets for investment purposes.

Lump sum payments for injury related retirements are not funded centrally. These are
funded from a reserve held by the Nottinghamshire Fire and Rescue Service (NFRS)
and managed through the revenue accounts.

Pension calculations and payments are managed through Nottinghamshire County
Council's Pension section on an agency basis. The current systems used are Axise
for the management of pensions and Cyborg for the payments to pensioners and
deductions from fire-fighters. The Cyborg system is due to be replaced in 2013 by the
SAP payroll and accounting system.

Objectives and scope of the audit

Audit objectives:

e To evaluate the controls in operation to ascertain their adequacy and
effectiveness in achieving business objectives and their compliance with financial
regulations.

* To test a sample of transactions for compliance with documented procedures and
controls.

Scope:

The following control objectives were examined. The key risks associated with each
of the control objectives are explained below.

« The NFRS pension fund is properly governed and strategically managed. (Risk:
The pension fund’'s objectives may not be met, which may result in an adverse
impact on council taxpayers/service provision from requirements to increase
employer contributions.)

*  Pension processes and systems provide for the proper administration of
funds.(Risk: All payments due to or from the fund, through the whole of the
employee and employer lifecycle, are not made and accounted for fully and
accurately and in a timely fashion)

Audit Findings

The main findings of the audit for each of these control objectives are set out below.
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3.1

3.2

The fire-fighters’ pension scheme is underwritten by central government through an
advance based on estimated cashflows, with the balance of expenditure over the
estimate being paid on completion of the annual accounts. Management of the fund
is therefore limited to ensuring that estimates are as accurate as possible in order to
avoid adverse cashflow, resulting in unrecoverable interest charges. During the audit
the process for the compilation of the return was discussed and observed. As
detailed testing is carried out by external audit no additional testing was carried out.

There is currently no dedicated monitoring of pension cashflows in order to establish
if there is a negative financial impact arising from the central government
arrangements and as it is unlikely that government policy can be influenced it is
doubtful whether there is any benefit to be gained from doing so.

The maintenance of contributor records and calculation and payment of pension
benefits is managed through Nottinghamshire County Council’'s (NCC'’s) pension and
payroll systems. A sample of transactions relating to starters, leavers and changes to
standing data was reviewed and found to be satisfactory. Payments for injury
allowances were not tested during this audit as no new claims for injuries had been
processed during the period under review. Back-up and recovery processes at the
Fire Service and at NCC are considered to be satisfactory and will be strengthened
when the pensions payroll is migrated to the SAP system in this year.

Audit opinion

a. Our opinion is selected from the following — sound, satisfactory, unsatisfactory
or unsound.

b. In our opinion, the arrangements for financial management are sound and no
recommendations have been made on this occasion.

Audit conducted by:
Helen Lomas MAAT
Auditor

Audit supervised by:

Richard Bold MBA
Asst Team Leader (Audit)

J M Bailey CPFA,
Head of Internal Audit
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